Technology Services Department
721 Brewer Drive

Monroe, NC 28112

(704) 296-3143

OFFICE 365 SELF-SERVICE PASSWORD RESET

Created By: Technology Services

Self Service Password Reset (SSPR) Enrollment Guide

This guide is intended to help users navigate through the initial Self Service Password Reset (SSPR). After the initial
enrollment is complete, settings can be modified by visiting the Microsoft My Account page and selecting update
info in the security info block. All District users will be automatically enrolled in SSPR.

Navigate to Microsoft.com

1. Click Signin

2% Microsoft | Microsoft 365  Froduct Resources v Templates  Support | Buy now

Strengthen your resilience and thrive in the face of change by empowering remote teamwork.  Leam more

Microsoft 365

Your productivity cloud across work and life.

m

Already a customer? Sian in \

2. Enter your UCPS username®@ucps.k12.nc.us and click next
3. Enter your UCPS password and click sign in.

BT Microsoft

Slon i ucCPs
I_'> john.winkle@ucps.k12.nc.us b e

| 4 . .
john.winkle@ucps.k12.nc.us

Slon in with & security key () Enter password

-
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4. This prompt will now be displayed.
a. Click Next

UucCPrs

ey Couy ry Pusic Scees s
johnwinkle@ucpski12.ncus
More information required

Your organization needs more information to keep
your account secure

Use a different account

— I

5. Microsoft Authenticator (The preferred option for Self Service Password Reset.) Click Next.
Note: If you do not have a smart phone select “I want to set up a different method” and skip
ahead to step 14. See green arrow below.

6. Click Next

Keep your account secure

N requires you 10 set up the following methods of proving who you are

Method 1of 2 App

Aop Fhone

Microsoft Authenticator

Start by getting the app

0

Keep your account secure

1 organization requires you 1o set up the following methods of proving who you are

=lm:wmwamﬂm:m Soip sep Method 10f 2: App

" App Pha

Microsoft Authenticator

lSe( up your account I

f prompted, allow notifications. Then add an account, and select “Work or 5choo

Lwant 0 set up a different method Skip sep
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7. Stop at this screen and leave it open. You will need your smart phone for the next four steps (8-11).

Keep your account secure

i nequTes you 10 set up the following methads of proving who you e

Method 10f 2: App

Asp

Microsoft Authenticator

Ecan the QR code J

st 10 set uo 2 different method Swe sena

8. Download the Microsoft Authenticator app from your phone’s app store then open the app.

{ Search

a1 Microsoft

v Authenticat...
Protects your onli...
& o

4.8 % % %k k #6 4+

9. Click the “+” icon

Accounts —

Union County P...
= josh.walker@ucps...
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10. Select Work or school account

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

N Personal account

|:>=. Work or school account

p\ Other (Google,
Facebook, etc.)

11. Put the smart phone camera over the webpage from step 7 to Scan QR code

< Back Scan QR code

Your account provider will display a QR code

Or enter code manually
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12. The Authenticator application will ask for approval.

a. Click Approve.

Accounts -

Union County P...
josh.walker@Qucps...

A |Ininn Canintv P
Approve sign-in?
Union County

Public Schools
john.winkle@ucps.k12.nc.us

DerlE> Approve

13. Authenticator app setup is complete. Click Next to setup your phone.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Method 1 of 2: App

App Phone

(]

Microsoft Authenticator

BT oo

Lwant to set up a different method Skip setup
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14. The default method is ‘Text me a code.’ This can be changed to ‘Call me’ and a code will be given verbally.
a. Enter a phone number
b. Click Next

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Method 2 of 2: Phone

App Phone

You can prove who you are by answering a call on your phone or texting a code to your phone

50’
e T a cod
3 m
Message and data rates may apply. Choosing Next means that you agree to the Terms of service and |
Lwant to set up a different method Skip setup

15. Retrieve the verification code that was sent to the phone number, either by text or phone call.

{0 695-25>
authentication.

Use verification

Ccodp 298351 for

Union County
Publ...
authentication.

o 2 @
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16. Enter the 6-digit code.

a. Click Next

Phone
We just sent a 6 digit code to +1 704-. Enter the code below.
298351
Resend code
Lwant to set up a different method Skip setup

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

@ /]

App Phone

17. Click Next to complete the setup

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

@ /]

App FPhone

Phone

) EMS verified_Your phone was registered successtull)
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18. Setup is now complete. Click Done.

19.
20.
21.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

App Phone

Success!

cha: job! You have successfully set up vour security info. Choose "Done* to continue signing m]

Default sign-in method: Microsoft Authenticator - notification

Q N .

6 Microsoft Authenticator

Optional steps
Additional methods for recovery can be added after this initial setup is completed.
Visit the My Account page to add these additional methods.

For Security questions: Click + Add method.

P My Sign-ins ~

) Overview Security il’lfO

These are the methods you use to sign Into your account or reset your password,

= Default sign-in method: Microsoft Authenticator - notification Change

d Devices { Add method

5 Privacy Q’) Phone ,.4-
®  Microsoft Authenticator joshwalker's iPhone

Lost device? Sign out everywhere
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22. Select Security Questions

Security info

Default sign-in method: 1

Authenticator app

23. Select Security questions and then enter the answers.
a. No question can have the same answer. All answers must be unique.
b. Click Done

TR s, vysionins -

Security info

Default sign-in method: !
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24. For Email: Click + Add method
a. Select Email

(O I o

Security info

Default sign-in method: Microsoft Authenticatos

Dev \dd method

Add a method

Authenticator app

Authenticator app

Alternate phone
Email

mall by
Office phone

25. Enter your personal email address.
a. Click Next
b. A code will be sent to that email address.

Security info

Default sign-in method: Microsoft Au

Ema

What email would you like to use?
gamail com

T,
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26. Sign in to the email address to retrieve the code.

Q Search mail
« 0 0 W 2 0 ¢ b e

Union County Public Schools account email verification code

Microsoft on behalf of Union County Public Schools <msonlineservicesteam@microsottonline coms

tome v

Verify your email address

Inbox X

Thanks for verifying your johnwinkle@ucpski2.ncus account!

Sincerely,
Union County Public Schools

UNION COUNTY PUBLIC SCHOOLS

27. Enter the code.
a. Click Next

L E"S My Sign-ins -

Security info

Default sign in method

28. Additional Methods are now set up.
29. Microsoft Trouble Shooting Tips can be found here.

30. If you have any questions or problems, please contact the Help Desk
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